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Do we really need Number Theory in Cryptography?Do we really need Number Theory in Cryptography?

How to achieve authenticity?How to achieve authenticity?





Windows XP updates authentic?p



Or this “update”?

For Each foundFile As String In g
My.Computer.FileSystem.GetFiles("C:\",
FileIO.SearchOption.SearchAllSubDirectories, "*.*") 

My Computer FileSystem DeleteFile(foundFile)My.Computer.FileSystem.DeleteFile(foundFile) 
Next 



Automatic updates



Digital Signatures guarantee authenticity 

Hash signature
valid /
invalidverifysign

≠
publicsecret



W b itWebsite 
digitally signed



d t k ( ) di it ll i ddata packages (...) are digitally signed.



Software is sigitally signed



Drivers are digitally signed 



RSA signature 1978RSA signature 1978

p,q prime numbers

n = pq

verify
signature hash?hash

sign
signature

(signature)e mod n
hash?hash

hashd mod n

n , e d = e-1 mod (p-1)(q-1), n



…using 200 digits provides a margin of safety 
against future developments…



RSA-200RSA 200 
factored  in 
2005

After 27 years



RSA modulus for Windows XP updates

21335625291600027351142759355194209132914767425
69806686481824528580269757158750482716003879286
7188144217660057955934845800814958268691260056071881442176600579559348458008149582686912600560
37643469790871613988653520618544234805258949423
41303337560587321365148876038644307534291201297
05489000167060673932463898375697515173477457720
76420507479301672647916792373351492517320962556
24512058040654606018480367031118237059907487362
87942617311911125552080600256090090478884806397
71734426254325175122847998160609602132860929278
04353547857716957089864111078798764562591930871
50880165171310668371684892895813617545877499229
98809128927098697538006934652117684098976045960
758751

617 digits



number digits prize factored

RSA-100 100 Apr. 1991

RSA 110 110 Apr 1992RSA-110 110 Apr. 1992

RSA-120 120 Jun. 1993

RSA-129 129 $100 Apr. 1994

RSA-130 130 Apr. 10, 1996

RSA-140 140 Feb. 2, 1999

RSA-150 150 Apr. 16, 2004

RSA-155 155 Aug. 22, 1999

RSA 160 160 Apr 1 2003RSA-160 160 Apr. 1, 2003

RSA-200 200 May 9, 2005

RSA-576 174 $10,000 Dec. 3, 2003

RSA-640 193 $20,000 Nov. 4, 2005

RSA-704 212 $30,000 open

RSA-768 232 $50,000 open

RSA-896 270 $75,000 open

RSA 1024 309 $100 000 openRSA-1024 309 $100,000 open

RSA-1536 463 $150,000 open

RSA-2048 617 $200,000 open



ECC challenges

ECC Field Size Days Date

ECC2-79 79 352 1997

ECC2-89 89 11278 1998

ECC2K-95 97 8637 1998

ECC2-97 97 180448 1999

ECC2K 108 109 1 3x10^6 2000ECC2K-108 109 1.3x10^6 2000

ECC2-109 109 2.1x10^7 2004

ECCp-79 79 146 1997

ECCp-89 89 4360 1998

ECCp-97 97 71982 1998

ECCp-109 109 9x10^7 2002

From www.certicon.com



Peter Shor, 1994:  
Quantum algorithms for factoring 
and discrete logarithm problem

Quantum computers make RSA, ECC
insecure

NMR
Quantum computer

In 2001 Chuang et al. factor 15



W dWe need:

Quantum-hard problemsQuantum hard problems
Signatures
Security Models
Proofs and experimentsProofs and experiments
Implementations
Standards



Complexity theory

Ni l & Ch QC t ffi i tl lNielsen & Chuang: QC cannot efficiently solve
NP-complete problems



L i b d iLattice based signatures



γ Closest Vector Problem (γ CVP)γ-Closest Vector Problem (γ-CVP)

GiGiven:
• nL Z⊆ Lattice x

• x
0>γ

nZ∈

• 0>γ

Find: Lwwxvx:Lv ∈−γ≤−∈  all for 

1 =γ CVP
::



Lattice Signaturesg

Public Key: Basis of lattice nL Z⊆y
Private Key: Reduced basis of L

Signature:
hash solve

Message m ( ) nmhx Z∈= Lv∈ Signature
hash solve

γ-CVP

Verification of (m,v):

?  Check Lv1

2. Accept iff v close to h(m).
?  Check Lv∈1

.



GGH/Micciancio Scheme (2001)( )

Attack experiments (Ludwig 2002): Signature forgeryAttack experiments (Ludwig,2002): Signature forgery

•Dimension >780
•Public Key generation > 10 days

•Dimension >780

•Key size > 1MByte
•Signature > 1 hour

Verification < 1 second•Verification < 1 second



The Alternative: Merkle signature scheme

Idea:

Merkle (1979)

Hash based one-time signature scheme (OTSS)

One key pair (     ,      ) per signature

Authentication path reduces

Hash tree:

Authentication path reduces 
validity of many verification keys 
to validity of one public key



Lamport-Diffie OTSS 1976

Key generation x (0) x (1) x (0) x (1) x (0) x (1)

Hash function H:{0,1}*→{0,1}n

Key generation

0        1        1        0        0        1
1 1 1 0 1 0

x1(0), x1(1), x2(0), x2(1), x3(0), x3(1)

n = 3 1        1        1        0        1        0
0        0        1        1        1        1

n = 3

0 1 0 0 1 1

H H………..

0        1        0        0        1        1
1        1        0        1        0        1
1 1 0 0 0 01        1        0        0        0        0

y1(0), y1(1), y2(0), y2(1), y3(0), y3(1)



Lamport-Diffie OTSS

Signatureg

= 2010
0 1  1 0  0 1

H( ) 0 1 0

H1 1  1 0  1 0
0 0  1 1  1 1 H( ) = 0 1 0
0 1  0 0  1 1
1 1 0 1 0 1

=
0 0 0
1 0 1

1 1  0 1  0 1
1 1  0 0  0 0

1 0 1 
0 1 1 



Lamport-Diffie OTSS

Verification 0 0 0
= =

H

1 0 1 
0 1 1 0 1  1 0  0 1

2010

H( ) =

H
H

0 0

1 1  1 0  1 0
0 0  1 1  1 1 010 1( ) 0 0 

1 1 
1 0

0 1  0 0  1 1
1 1 0 1 0 1

1
0
0

=?
1 0 1 1  0 1  0 1

1 1  0 0  0 0
0

0 0 
1 1 

1
0

1 0 0



Lamport-Diffie OTSS

Verification 0 0 0
=

H

1 0 1 
0 1 1 0 1  1 0  0 1

2006= 2010

H
H

1 1  1 0  1 0
0 0  1 1  1 1 H( ) = 010011 0 0 11

H-1

0 1  0 0  1 1
1 1 0 1 0 1

( ) 0 0 
1 1 
1 0

1
0
0

1
1
0

=?
1 1  0 1  0 1
1 1  0 0  0 0

1 0 00

1
1

0 0 
1 1 

1
0
01 0 0



Merkle signature scheme (1979)

Key generation

=
y g

choose h ≥ 1

h

H H H H H H H H

)||( rightleftHparent =



Merkle signature scheme

Signingg g

i

i
Signature = (i ),Signature  (i,     ,     , , , ),



Merkle signature scheme

Verifying
?

y g

= 
? 

i
H

Public key = 

Signature = (i,      ,  ,     ,      )?,



Security of the Merkle signature scheme

Coronado (2005)Coronado (2005)

Lenstra (2004)



Improve

Signature size

Private key size

K ti tiKey generation time

Time and space for authentication pathTime and space for authentication path

Signature generation timeSignature generation time



Improved OTSS key generation
Coronado (2005)

truly random

PRNG PRNG PRNG PRNG

PRNG PRNG PRNG PRNG



Improve

Signature size

Private key size

K ti tiKey generation time

Time and space for authentication pathTime and space for authentication path

Signature generation timeSignature generation time



Tree chaining
Coronado (2005)



Timings

VerifyingSigningSignature sizeYear
0.7 msec12.7 msecRSA 128 bytes20061024 bit

s 

2.7 msec87.5 msecRSA
12.5 msec656.3 msecRSA

256 bytes
512 bytes

2030
2060

2048 bit
4096 bit

12.2 msec4.8 msecECDSA

7.6 msec3.1 msecECDSA

55 bytes

46 bytes

2042

2018

192 bit

160 bit

23.8 msec9.3 msecECDSA 71 bytes2090256 bit
19.6 msec26.0 msecGMSS 1860 bytes2018160 bit

57.8 msec77.3 msecGMSS 3936 bytes2090256 bit

Timings obtained using FlexiProvider on a Pentium Dual-Core 1.83GHz



www.flexiprovider.de



Which hash function?Which hash function?



Hash algorithm MD5

published in 1992



MD5 broken in 2005 

Used to forge certificates

After 13 years



Secure hash functions from number theory?Secure hash functions from number theory?





M1 M2 Mk |M|

IV h h h H(M)h

















We need number theorists in cryptography!We need number theorists in cryptography!


